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{"id": "f620dacc-a0f3-4d14-8851-50bba745cc79",
"authenticity": {
"passed": true
},
"integrity": {
"passed": true
},
"deepfake": {
"passed": true,
"score": 0.9977444298565388
},
"pad": {
"passed": true,
"score": 0.9997420028670629
},
"recognition": {
"passed": true,
"score": 0.7596702208885779
},}



“90 phones with 90 identities 
and 90 BankIDs”
- Norwegian Police, DN articles

“I have a persons with a BankID
that can be the scapegoat”
- Organized crime, Sorte Svane series

DN Article:

“This is how 
organized crime 
steals billions 
from the state”
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isn’t using biometrics scary? 
A big risk? Or how to ensure 
with GDPR compliance? 

You can't 
reset your 
face!



The Sandbox project on
‘Securing Digital Identities’ 
with responsible biometrics

SALT (Datatilsynet et al.),
exit report: Securing
Digital Identities



Face verification in the encrypted domain 
with fully homomorphic encryption

Reference: https://arxiv.org/pdf/1703.00832.pdf

Face plaintext template

Secured by ​Fully Homomorphic Encryption​

Compare under ​
encrypted domain ​

Protected template

Secured by ​Fully Homomorphic Encryption​

Encrypted Score

Similarity Score

=> 96.8%

Processing data in the encrypted domain using Homomorphic Encryption

https://arxiv.org/pdf/1703.00832.pdf


You can, actually, reset your face
Face plaintext template

Secured by ​Fully H omomorphic Encryption​

Encrypted  with a key_2

Protected template 1

Encrypted  with a key_1

Secured by ​Fully H omomorphic Encryption​

Bank 1

Bank 2
Protected template 2



• “when processing facial images, as 
well as biometric templates, the data 
controller needs to ensure 
appropriate safeguards.”

• “there is no absolute ban on central 
storage of biometric data “

• “Mobai's solution might enable the 
implementation of central 
biometric data storage and 
processing in cases where it was 
previously not considered secure 
enough.” 



Safely use, store and share biometrics

National ID Document

Biometrics Chip certificate Digital proof of National ID doc

Apply crypto



Safely use, store and share biometrics







In a physical world we are in control

• Passport & National ID-card
• Biometrics: Issued by authorities
• Decentralized storage
• User in control of ID-document



User-control lost after sharing online

• Physical environments
• Context is understood 

• Online environments
• No user control of shared passport data
• Trust-dependency to whom you share with









EU Digital Omnibus with suggested 
GDPR amendment to Article 9 
(lawful processing of special category of data)



On going R&D project on leveraging
privacy-secured biometric ID proofs

• Collaboration project with Simula 
Research Institute, University of 
Leuven, Mobai & Partisia

• End users Digdir (NOBID project), UDI 
(Immigration), & Buypass (eID)



brage@mobai.bio

www.mobai.bio
Brage Strand
CEO Mobai
Tel +47.404.90.411
brage@mobai.bio
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