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The principle of ‘sole control’

• eIDAS 2.0 article 5a (4)

– the EDIW shall enable the user to “securely 

request, obtain, select, combine, store, delete, 

share and present, under the sole control of the 

user, person identification data”.

• eIDAS 1.0 article 26

– An advanced electronic signature should be 

‘created using electronic signature creation data 

that the signatory can, with a high level of 

confidence, use under his sole control’



Legal and real life implications of

«Sole control» 

• cryptographic assumption → legal 

obligation→ compliance?

• Many struggle to maintain «sole control»

– Limited digital skills or disabilites

– Social engineering, coercion, threats, violence

• What should be the legal consequences with

regard to access to eID and loss allocation

following a situation where someone lost 

«sole control»?



The Exclusion Problem



‘Sole control’ as a legal obligation in 

Norway

• The Financial Contracts Act: 

– duty to protect credentials → remain in sole 

control

• Standard BankID contract:
– prohibits users from sharing their security credentials with third parties, 

including family members, law enforcement, bank employees, and legal 

guardians

→Individuals requiring assistance denied 

access to BankID





Strict interpretation of ‘Sole Control’ 

under eIDAS 2.0?

• Obligation on Member states to provide

EDIW for ‘all’

– Art. 5a (1) 

• The EDIW should be ‘under the sole control 

of the user’

– Art. 5a (4)

• Contradiction?



The UN Convention on the Rights of Persons 
with Disabilities (CRPD)

• EU Member States bound by CRPD

• Article 5 - Equality and non-discrimination

• Article 9 – Accessibility

• Strict “sole control” risks breaching these 
obligations



Ensuring inclusion

• Policymakers should ensure that

– Accessible design

– Guardians/legal reps can assist securely and 

lawfully

– Representation mechanisms to guarantee access 

for those needing help

– Public oversight to prevent banks/private actors 

as gatekeepers

– Redress mechanisms for excluded individuals

– Alternative access methods to public & private 

services actively maintained



The Social Engineering and 

Coercion problem





Preventing and mitigating identity

theft and coercion in the EDIW

• Technical measures in the wallet

• Measures implemented by relying parties

• A robust legal framework to mitigate the

consequences of identity theft and coerced

transactions



Who bears the loss when fraud or 

coercion aoccurs?

• Payment transactions

– Regulated by PSD 2

• ‘Unauthorised’ vs. ‘authorised’ transactions

• All other dispositions/transactions

– Not regulated on a European level

– End users will often be held liable based on

national contract and tort law regardless of

whether the transaction was authorised or 

unauthorised





• Supreme Court 

decision, HR-2020-

2021-A

• New liability

framework in the

financial contracts act

– Extending PSD2-style 

protections for 

unauthorised credit

fraud



Civil law court cases on eID fraud in Norway
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